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SUMMARY
The paper deals with the issue of cyber threats within the realm of global business environment, approached through the multidisciplinary prism: law (national and international law), politics, economics, philosophy. Article's structure is divided into 4 parts. Introduction submits facts in order to demonstrate the authenticity of cyber threats and especially their largescale damage suffered by global business entities. Current vulnerabilities of cyber domain are a consequence of its decentralized architecture and shortage of law regulations. In the second part "Hybrid threats" brief notice is given of concept's essence, its interpretation with due regard to cyber threat as a form of hybrid threat. Specifically, the cyber attacks represent a type of hybrid threats, endangering the performance of states fundamental functions. Launching cyber attacks against critical infrastructure of states could give rise to the invocation of unilateral or collective self-defense, in line with the international law. Current applicability of contemporary international law to the cyber domain substantially diminishes the chances of new legal regime emergence. The third part "Critical national infrastructure and legal framework" focuses on defining the notion of critical national infrastructure and respectively its disposure to cyber threats. Notwithstanding the fact that the notion of "critical national infrastructure" does not enjoy a uniform understanding, it is subject to the states determination by means of adoption national legislation. Adversaries employ a number of sophisticated types of operations in the cyber space which presuppose distinct legal regulation and different resilience mechanisms. Resort to cyber attack, being one the gravest cyber threats, might even trigger the inherent right of states to self-defense. Nowadays the use of force could not be rendered to its classical but yet rather restrictive interpretation, namely referring just to the kinetic means. Cyber attacks exemplify a brand new type of use of force, employed by the adversaries in the international relations. Rapid
INTRODUCTION
Growing interconnectivity within the global dimension (economy, communications, cyber space) has immensely enhanced upon the advent of internet and exponential proliferation of new technologies henceforth. In accordance with the latest surveys as of 2017, world's penetration rate of internet makes 49,6 % 2 . By 2020 the expansion of devices will reach 200 billion 3 . Rising cyber dependency delineated among top trends influencing global developments 4 . Notwithstanding a great many benefits (cheap and accessible technologies 5 ) thus brought about, the digital environment in particular has become inherently vulnerable, highly prone to intrusions. Seemingly, our opportunities have been leveled by risks 6 . Apart from being a free marketplace and source of information 7 , the cyber space has turned into a key rivalry domain 8 among a wide range of actors (states, not even necessarily rogue states, criminal networks, non-state actors, individuals 9 etc.). Cyber-attacks could introduce worrisome spill-over effects, leading to serious economic damage, geopolitical tensions or a widespread loss of trust in the internet 10 . Some of the recent incidents connected with invocation of cyber threats were alarming in terms of the peril gravity.
A feasible risk from cyber threats to global economy is indicative of malware dissemination. 19 . Pinnacle of an unprecedented deterioration of cyber security were 2015 cyber engineered attacks on Ukraine's power grid. As an aftermath of the severe blackout 700,000 households were affected 2021 . Ultimately 2016 world's largest DDoS attack amounting to 1Tbps disabled French internet service provider OVH. Whereas bearing in mind the fact that merely 1Gbps attack is sufficient to knock most businesses anywhere in the world offline 22 . Hence, cyber security concerns per se are relevant to public and private sectors. Ensuring security and integrity of data has become a challenging issue in terms of functioning of states and businesses entities which rely massively on digital communications and networks.
Increasing awareness on the part of the states and international community towards undertaking solid measures in the field of cyber space protection was essential, however a belated response. It served as a trigger for the adoption of a numerous cyber security strategies on the national level. Foreign, security and defense policies were underpinned by cyber domain 23 . Perception of national security through the component of cyber space developed into a prevailing one. To a great extent, as outlined in The National Strategy to secure Cyberspace of 2003, it was also deemed essential to the economy 24 . The United Kingdom's cyber security strategy of 2009 has a reflection of cyber risks: "just as in the 19 th century we had to secure the seas for our national safety and prosperity, and in the 20 th century we had to secure the air, in the 21st century we also have to secure our advantage in cyber space" 25 . In essence analogous statements were envisaged in the US approaches towards cyber threats, regarded as most serious economic and national security challenges of the 21 st century for the US and its allies 26 . Emerging cyber security policymaking was also pushed by the expanding occurrences of business exposure to cyber risks and financial damages. Field surveys of 2017 provide manifestation of business being already in a disposition to strengthen security in the cyber space. Continuing security breaches to the detriment of the sustainable business development (for example, in consonance with the United Kingdom's Information Security Breaches Survey of 2014 almost 81% of large companies reported security breaches, costing each organization on 18 [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27] [28] [29] [30] [31] [32] [33] average between £600,000 and £1.5m. 27 ; another piece of data demonstrates that cyberattacks are costing global businesses as much as $500 billion per year 28 ) have resulted in visible adjustments. Prioritizing cyber security comprises 74 % of the UK businesses and 67 % of the UK businesses are investing money in favor of averting cyber threats. 29 Accordingly, such a drastic shift in the global dimension occurred on account of several reasons.
Firstly, digital world is not contingent on the control of a single entity 30 . Decentralized environment of cyber space operating within loose regulation, in contrast to hierarchical composition of states, granted multiple actors unrestricted access to the diffused power 3132 . Decentralized cyber space, despite being the original intention, has paved way for today's vulnerable network 33 . Akin transformation of cyber space was targeted at undermining the exclusiveness of a state. Insecurity risks caused by the cyber threats erode conjointly public trust 34 , and so impairing credibility of the state's institutions, undoubtedly also posing far-reaching effects.
Commonly cyber space is used as a tool for compromising states. By means of leveraging cyber operations other actors may achieve a number of tangible strategic goals. In this respect states and individuals, for example, possess same abilities to deliver harmful cyber effects 35 . Such actor pattern of rivals in the domain of cyber space shape asymmetry thereby empowering individuals 36 . Secondly, actions in the cyber space are scarcely subject to the constraints of sovereignty or jurisdiction 37 and respectively coining complexities for existing legal systems to deal with cyber threats. Contemporary cyber world is furtive 38 . Covert operations in the cyber space are carried out under high degree of anonymity, an obvious advantage for disguising perpetrators' identities 39 , are favorable to creating situations which are ambiguous and blur from the standpoint of law. Usually in the present circumstances of perpetrators identity contestability political decisions are just pending 40 . 27 The Information security arm of GCHQ, "Common Cyber Attacks: reducing the impact" (2015) // https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/400106/Common_Cyber_A ttacks-Reducing_The_Impact.pdf 28 "ACS. Cybersecurity. Threats. Challenges. Opportunities", supra note 2 29 "Cyber security breaches survey" (2017) // https://www.gov.uk/government/statistics/cybersecurity-breaches-survey-2017 30 Joint communication to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions, "Cybersecurity strategy of the European Union: an open, safe and secure cyberspace" (2013) // http://eeas.europa.eu/archives/docs/policies/eu-cybersecurity/cybsec_comm_en.pdf 31 Appazov A., supra note 10 32 Tully S., supra note 17, 71 33 Baun E., supra note 6, 7 34 Thiele R., supra note 5, 3 35 Foremost it refers to the difficulties connected with tracking perpetrators 41 , likewise identifying offender's jurisdiction 4243 , thus framing risks of impunity. Yet another perplexing obstacle here relates to finding evidence 44 , apt to quick destruction 45 . Akin actions might be confronted with legal restrictions. In substance the complicacies arise with the deficiency of international agreements of mutual assistance 46 . However even the legal framework itself should not be overestimated. Sophisticated nature of cyber threats presupposes corresponding methods of operations execution in the cyber domain (cyber attacks wired by an adversary through the territory of third states; remote computer hijacking for the purpose of a cyber-attack; coordinated cyber-attack from different locations).
Attribution of conduct 47 becomes overwhelmingly significant in light of either national, or international legislation, depending on the type of cyber threat employed against the adversary. The importance of establishing attribution also consists in the issue of distinguishing the offender between state or non-state actors 48 which would further have specific legal effects. Establishing a link between a conduct in the cyber domain and the specific entities remains a vexing challenge. Subsequently an attribution of behavior, together with determination of the source, location and the identity of an attacker, is exceedingly critical for accountability enforcement. Traceability of the cyber threats is less problematic in case of military networks but quite complicated within the domain of civilian networks, like Internet 49 . The identification of perpetrator in terms of cyber activities is complicated by a number of reasons (both of technical and nontechnical by nature) 50 . In substance, it is profoundly dependent on the availability of evidence along with its accessibility.
Existing difficulties in the determination of attribution of conduct are also impeding framing of potential responses 51 : deterring cyber threat, starting legal proceedings, launching counterattack, imposing sanctions 52 . It is becoming peculiarly sensitive through the perspective of a cyber-attack, authorizing states to invoke self-defense (even the possibility of anticipatory or preemptive self-defense is not excluded either) as a justification for using force against adversary in a response to a cyber-attack 53 . Shortage of plausible evidence comfortably prompts appealing to indefinite auxiliary clues. 41 Ibid., 5 42 Appazov A., supra note 10 43 Tully S., supra note 17, 55 44 Rid T., supra note 39, 6 45 Appazov A., supra note 10 46 Baun E., supra note 6, 21 47 Some indicators (target, malware, motive and complexity), although to some degree bearing significance are still inconclusive 54 . Application of alike means, for example approaching attribution through the prism of beneficiary, are mostly misleading 55 . Also, the denial of attribution combined with refusal to cooperate with investigation of cyber incident might serve as an indication of guilt 56 . Nevertheless, the latter by nature are at large founded on conjectures being in this manner inadmissible from the standpoint of law.
For the sake of accurate cyber threat tracking it is necessary to validate that the attack originated from the specific source 57 . Even in case of successful localization of cyber threat does not suffice for the purposes of attribution. Present circumstance alone is still unsatisfactory in terms of providing undeniable proof for entity's complicity in cyber threat 58 . In fact, the computers exploited for the pernicious purposes might be operated remotely by third parties 59 . Namely, perpetrators empowered by false IP addresses, foreign serves and aliases enjoy anonymity and relative impunity 60 , likewise inclined to claiming deniability. Moreover, it is noteworthy that evolving nature of cyber threats subject to permanent sophistication increasingly diminishes the chances of their uncovering 61 . Detection and disclosure of evidence in the cyber domain is another issue of concern. Difficulties are commonly stemming out of the architecture of digital environment. Its shortcomings basically refer to the deficiency of distinct physical evidence 62 . Besides the digital evidence, due to being ephemeral in nature and susceptible to manipulation, raises issues of its reliability 63 . Yet, the process of retrieval and retention of evidence from the digital systems is difficult and time consuming and still it requires cooperation from the digital infrastructure providers 64 . Whereas, conveniently deployable cyber threats are, in comparison to likely risks, extensively rewarding for cyber trespassers 6566 . Additionally, another confronting issue of advancing cyber security relates to state jurisdiction 67 . Forasmuch as cyber threats normally operate within the realm of interstate relations, the jurisdictional boundaries challenge them. In the event of investigation and law 54 Geers K., "Cyber war in perspective: Russian aggression against Ukraine" // https://ccdcoe.org/sites/default/files/multimedia/pdf/CyberWarinPerspective_full_book.pdf 55 
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HYBRID THREATS
Regardless of its common usage, the hybrid threat is not an easily definable concept 71 . Elaboration of a meaningful broadly accepted "hybrid threat" definition is barely unattainable. Hybrid threats due to their highly evolving nature 72 currently remain beyond the scope of uniform conceptualization. Prevailing flexibility in the interpretation of hybrid threats incorporates equally advantages and shortcomings.
Hybrid threats are basically regarded as a blend of diverse types of military and non-military instruments utilized by state or non-state actors to compromise the adversary 7374 . Amid existing myriad of hybrid threats cyber engineered threats represent a paramount hazard to the national security, state's political and economic integrity. Subtle nature of cyber threats exacerbates threat assessment process, especially identification and determination of cyber threats. Generally, unpredictability and sophistication emanating from hybrid threats complicates their timely disclosure. Indeed, victims of cyber operation become aware of it long after the event 7576 . The identification of cyber threats, pursuant to the expertise research, may endure 416 days 77 . , and thus being far from enjoying any uniform understanding, pertain to the gravest national security threats, capable of substantially dismantling states institutional capacity, generating economic damages, societal disruption and might even lead to casualties 848586 . In general mass web destruction, spam, malware infection, ransomware, spyware, social engineering, and even alterations to physical devices are indispensable components of cyber-attacks 8788 . Approaching cyber-attack from this standpoint gives rise to its distinction from other forms of activities in the cyber space (cyber-crime, cyber intrusions, cyber terrorism, cyber espionage, hacktivism and other related cyber operations 8990 ). Disrupting IT infrastructure in order to affect decision making process typically falls under the definition of a cyber attack 91 . Tackling cyber-attack is a principally sensitive issue inasmuch meeting certain criteria (causing injury or deaths to persons, either damage, or destruction to objects 92 ) it may constitute a use of force and as a consequence authorizes a state to act in self-defense, as proscribed by the pertinent provisions of the UN Charter (article 2(4), 51). Resort to a cyber-attack triggers the applicability of norms and principles of international law (Tallinn manual on the international 78 Tully S., supra note 17, 50 79 Lewis A. James, supra note 11 80 Solis D. Gary., supra note 13, 679 81 Tully S., supra note 17, 51 82 (2015) 95 . In view of this, arbitrary usage of the term cyber attack to denote other types of threats in the cyber domain is not only unacceptable but also erroneous 96 . It is completely void of understanding cyber attack's nature and its distinctive features.
Whilst international legal framework for fostering cybersecurity was imperceptibly successful. Incentives undertaken display some degree of international organizations engagement in the promotion of cybersecurity. Few resolutions, adopted by the UN General Assembly, drew attention to the intricacies of the cyber security. Endeavors of the international community to reinforce protection of critical information infrastructures, as well as prevention of cyber-attacks were explicitly envisaged in two resolutions (A/Res/55/63 (2001) 97 ; A/Res/58/199 (2004) 98 . Yet UN's involvement was also bestowed upon cyber-crime, expressly specified in a comprehensive study on cyber-crime, prepared in 2013 by UN office on drugs and crime 99 . Other actions advocating cyber-security, in conjunction with the above-mentioned soft law instruments, are implemented through UN institutional pattern, 127 etc. Despite the fact that the outcomes of such incentives are still unclear, but it is already obvious that multiple actors such as states, private entities and individuals should be the key players in pushing the cyber security issues. Participation of the latter is an essential prerequisite for the securing of cyber space.
The imperfection of its genuine efficiency call for the continuing search of alternatives. Artificial intelligence could be a worthwhile option to consider. Incorporation of artificial intelligence technologies into a cyber domain could present a promising solution to consolidating cyber security.
Noticeable advantages pertinent to the artificial intelligence relate to its vast capacities, especially in comparison to human beings, for shielding cyber security. Operating systems equipped with artificial intelligence expedite the large-scale detection of cyber threats, mitigate cyber risks and generally being less prone to errors. Furthermore, current efficiency of the artificial intelligence is subject to its further improvement.
The utilization of artificial intelligence in cyber security is ostensibly irresistible. Although by no means it should be viewed as a comprehensive remedy in this respect. By contrast, some restraints of the artificial intelligence essentially should be taken into account.
In terms of the latter, it represents a tool of dual nature being both suitable for the purpose of defense and attack. States aspirations to master the artificial intelligence with high probability will generate the arms race. Besides some existing premonitions about the future of the artificial intelligence are already reasonably being put forward. The major uncertainty is connected with the impending risk of losing control over the artificial intelligence on account of rampant development of its scope.
Incorporation of artificial intelligence into cyber security systems at least requires combination of computers and humans, contributing to resilience to cyber threats.
CONCLUSIONS
Cyber domain is a hostile environment with abundant security risks, equally dangerous for states, businesses and individuals. Cyber threat converted it into a powerful weapon, an object of rivalry between numerous actors. Adversaries have not exhaustively disclosed the capacity of cyber threats, and hence such an obscurity is even more dangerous than ever. We need to be alert. Individuals and businesses perpetually are standbys in the process of cyber security, whilst frequently victimized by cyber threats. In the advent of smart cities, massively accessible autonomous cars and other digitally operated systems it is due time to consider about our active engagement in contributing cyber security. Imminent acknowledgement of a comprehensive model of cyber security as a response to the exigencies of cyber threats means its indivisibility for states, international organizations, society, businesses, entities, and human beings. 
